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DataHEALTH Cloud Backup
FIPS 140-2 Validated Encryption

DataHEALTH cloud backup powered by Asigra is the first cloud backup software to be FIPS
140-2 validated. The FIPS 140-2 validation meets the most stringent healthcare compliance
requirements for encryption and guarantees compliance with HIPAA along with other state and

federal requirements.
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encryption validation? If the backed up data is ever compromised on the provider’s servers, this
is considered a breach of HIPAA Security and Privacy. The Department of Health and Human
Service (HHS) is to be notified of all organizations affected by the breach (the provider’s
healthcare customers). HHS posts and the names of the organizations on their website and they

can impose monetary fines.

FIPS 140-2 is the Federal Information Processing Standards governed by The National Institute
of Standards and Technology (NIST). The NIST is an agency of the U.S. Department of Commerce
who develops and promotes measurement, standards and technology. For more information

please visit the NIST website at http://csrc.nist.gov.

DataHEALTH understands the importance of properly protecting healthcare information and
complying with HIPAA standards. That is why DataHEALTH has chosen to utilize software with
FIPS 140-2 validation to best serve our customers. As further evidence of DataHEALTH’s
commitment to protecting healthcare data, we remain the only cloud backup provider to be
fully Accredited URAC HIPAA Security Business and Covered Entity Associate. To learn more,
call Sales at 888-656-3282, Option 1 or email us at info@DataHealth.com.
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